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ARCHITECTURE RISK ANALYSIS

A cloud architecture risk analysis provides
you with a deep and comprehensive
understanding of your current state
capability to secure business critical

workloads and data.

Desired Outcomes

e Document and visualize through network diagrams your current state AWS
environment to enable a common operational picture that you can use to
communicate, evaluate, and address technical debt and security risk.

e Evaluate your current state AWS environment against the AWS multi-account
strategy and AWS Security Reference Architecture (SRA) to identify
opportunities to better:

« Allocate and manage costs,

» Control access and permissions,

 Provide engineers with the flexibility to innovate, and
* Secure your AWS environment.

e Evaluate your AWS cloud environment against industry frameworks such as the
Center for Internet Security Critical Security Controls and NIST Cyber Security
Framework to identify and address gaps relying on appropriate preventive and
detective guardrails.

e Rationalize your security architecture and solutions and optimize capital and
operating expenses while improving or sustaining your security posture.

Deliverables

e Executive overview in narrative format that provides an overview of your current
state along with relevant risks and recommendations.

® Comprehensive report that reflects an evaluation of the current state
architecture along with risk-based recommendations to enhance or optimize
your AWS platform and workloads.

e As-built diagrams of your current state AWS environment that reflect AWS
services and third-party components (as applicable) that comprise each AWS
member and shared services account.

e Optional external and internal cloud penetration test.

LEARN MORE
c https:/alignedtg.com/aws-cloud-architecture-risk-analysis/
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